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Shadow Banking Rewritten in Code: The Future
Beyond Mi1CAR 1n Regulating Centralised Crypto-
Asset Lending and Borrowing
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ABSTRACT

The most recent crypto winter, sometimes regarded as the crypto industry’s Lehman moment,
highlights the problems associated with unregulated lending and borrowing platforms such as
Celstus, Voyager, and BlockFi. These centralised entities, while built on differing technologi-
cal infrastructures, perform functions comparable to those of non-bank financial intermedi-
aries (NBFIs) in traditional financial markets and are exposed to similar intermediation risks.
"This paper examines these parallels, identifies the risks arising from centralised crypto lending
and borrowing activities, and proposes regulatory recommendations from both prudential and
conduct perspectives to prevent a recurrence of such catastrophic downturns. The paper aims
to contribute to the broader discussion on regulatory approaches to decentralised finance
(DeF) by focusing specifically on the regulation of lending and borrowing activities facilitated
by centralised platforms. The main finding 1s that the very existence of these platforms within
the DeFi1 ecosystem paradoxically reintroduces a regulatory entry point which can draw upon
traditional financial regulation addressing intermediation risks. The analysis finds that, while
more targeted mitigants may be implemented, MiCAR nonetheless provides strong coverage
in relation to conduct rules. However, MiCAR’s prudential framework 1s highly msutficient
for addressing the risks associated with lending and borrowing activities.

Keywords: EU financial regulation, MiCAR, crypto lending, crypto borrowing

I. INTRODUCTION

Founded on the ideology of cyber-libertarianism,' decentralised finance (DeFi), which encom-
passes underlying technologies such as distributed ledgers and cryptocurrencies, seeks to rep-
licate certain functions of the traditional financial system in an open and permissionless
manner.” When considered through Lessig’s four modalities of regulation, namely law,
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norms, markets, and architecture,” DeFi places significant reliance on architecture or software
code. According to Lessig, these four modalities regulate individuals by constraining their
choices within a set of permissible actions. This reliance on code in Deki reflects a cyber-
libertarian effort to bypass traditional legal frameworks and human intermediaries by encod-
ing rules into the architecture.

Unlike the traditional financial system, which requires a degree of trust in the admin-
istration and safeguarding of the system, distributed ledger technology (DLT) operates on the
principle of cryptographic proof rather than trust.’ To establish this trust-less system, the ar-
chitecture of DLT is designed to maintain multiple copies of the ledger across various loca-
tions using intercommunicating systems or nodes on a computer network. This ensures the
ledger’s content is resistant to loss, destruction, invalidation, corruption, or tampering through
forged transactions.’

A blockchain, an essential component of cryptocurrencies such as Bitcoin and
Ethereum,’ is a well-known example of DLT which chains together blocks of data to form the
distributed ledger.” Consensus mechanisms such as Proof of Work and Proof of Stake are
employed to validate transactions and add new blocks to the chain,’ replacing the role of a
centralised validator.” With the use of one-way cryptographic hash functions, the blockchain
serves as an immutable log, as each block contains transaction data and a hash pointer to the
previous block.” This pointer, a hash digest of the preceding block, verifies that the block’s
content has not been altered."
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Figure I: Block Chain as a Tamper-Evident Log"
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In theory, the underlying technological architecture of DeFi should both directly in-
fluence individual behaviour and indirectly affect the other modalities of regulation.” As fi-
nancial products, services, arrangements, and activities in DeFi1 are developed on the basis of
DLT," the libertarian ideology of eliminating central authorities” is, in principle, expected to
encourage market participants to engage with the cryptoeconomy” in a decentralised manner.

Nevertheless, nearly two decades after the introduction of the first” public blockchain,
the Bitcoin blockchain, a contradictory reality has emerged in the cryptoeconomy. Central-
1sed crypto service providers have filled the void left by the absence of intermediaries. One
notable limitation of DLT 1s its complexity, which requires users to adopt and learn unfamiliar
technologies." Recent FCA findings, for example, show that only 8% of UK consumers who
reported holding crypto-assets used decentralised exchanges to acquire them, compared to
73% who used centralised exchanges.”

As the cryptoeconomy matures, there has been an increasing number of lending and
yield-enhancement products.” The aforementioned centralisation trend is also evident in the
context of lending and borrowing. While similar services are available in decentralised forms,”
the average retail user typically opts for centralised platforms, which are generally more user-
friendly, offer customer support, and do not demand technical expertise.” Furthermore, pro-
viders such as Celsius, Voyager, and BlockFi attracted users by offering access to, inter ahia,

12 ibid 12. This diagram illustrates the tamper-evident nature of a blockchain. Each block contains a hash digest of the
preceding block; consequently, any alteration (represented by the lightning bolt) to the data within a block will result
in a different hash value. This change propagates through all subsequent blocks, creating a detectable discrepancy
within the chain.
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high-yield financial products.” For instance, Celsius once promised annual returns of up to
18%."

These entities perform economic functions that are equivalent to those of traditional
financial intermediaries.” Since crypto lending and borrowing occur outside regular banking
regulation systems and safety nets, such activities fall within the scope of shadow banking” or
non-bank financial intermediation.” As a result, the terms “imitation banks” and “non-bank
financial intermediaries” (NBFIs)” are often used to describe these providers. It is well un-
derstood that there is no risk-free way to conduct bank-like activities” as such entities are by
construction vulnerable to runs.” This vulnerability, combined with specific risks in the crypto
lending and borrowing business model, contributed to the “Lehman moment” for the crypto
industry” or the so-called “crypto winter” of 2022-23," during which several major crypto lend-
ing platforms, including Celsius, Voyager, and BlockFi, filed for bankruptey.” Collectively,
these three companies owed nearly USD 22 billion to over 2 million customers at the time of
filing.”

Recognising the parallels between the functions of these centralised service providers
and those of NBFIs in traditional markets, this paper argues that regulatory tools designed to
address traditional intermediation risks can be effectively transposed to mitigate risks arising
from crypto lending and borrowing service providers. The central aim of this paper is to con-
tribute to the broader discussion concerning the appropriate scope of regulation in Del,
specifically, whether centralised crypto lending and borrowing activities fall within the existing
regulatory perimeter and, if not, how they should be regulated.

Chapter II examines the business model of centralised crypto lending and borrowing
and identifies characteristics of shadow banking. It then assesses the regulatory gaps in the
current EU framework for the cryptoeconomy, the Markets in Crypto-Assets Regulation
(MiCAR).” Building on these identified similarities and regulatory shortcomings, Chapter 111
outlines primary risks arising from the absence of regulation from both prudential and
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FCA (n 19) para 4.3.
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July 2025.
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36 Regulation (EU) 2023/1114 of the European Parliament and of the Council of 31 May 2023 on markets in crypto-
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conduct perspectives. Finally, Chapter IV proposes corresponding regulatory solutions in ar-
eas where transposition 1s both feasible and necessary, grounded in MiCAR’s fundamental
frameworks and baseline principles. These recommendations reflect the understanding that,
in this particular domain, the cryptoeconomy is not unique and inherits vulnerabilities and
structural 1ssues long associated with traditional finance.

II. CONTEXT AND REGULATORY LANDSCAPE

A. CENTRALISED CRYPTO-ASSET LENDING AND BORROWING SER-
VICE PROVIDERS

As briefly mentioned in the introduction, there are both decentralised and centralised
approaches through which clients can engage in crypto lending and borrowing within DeFi.
In the context of centralised shadow banking, two types of non-bank financial intermediation
exist: platforms may act either as auxiliaries or as intermediaries. As auxiliaries, platforms
function as off-balance-sheet online marketplaces that enable lenders to transact directly with
borrowers in a peer-to-peer manner, while, as intermediaries, platforms use their own balance
sheets to originate loans.” The latter forms the primary focus of this paper as it was the prin-
cipal form of intermediation that contributed to the downturn during the most recent crypto
winter.

For the purposes of the following discussion, it is useful to outline the basic business
model of crypto lending and borrowing. In crypto-asset lending, a service provider (lender)
transfers ownership of crypto-assets to a user (borrower) against collateral, with an obligation
to return equivalent value plus any agreed interest.” Conversely, in crypto-asset borrowing, a
user (lender) lends assets to the service provider (borrower), who commits to return the equiv-
alent amount, often with an additional yield, on a future date or upon a trigger event.”

Platforms such as Celsius, Voyager, and Blockk1 operated by borrowing crypto-assets
from both retail and institutional sources and deploying them through unsecured loans, high-
risk investments, or on exchanges.” The platforms then used the fees generated from these
loans, along with other sources of profit, to fund their operations and pay interest." For in-
stance, Celsius offered both the “Borrow Service” and the “Earn Service,” which it clarified
n its terms of use as follows:

your Celsius account 1s not a bank account,... terms such as “account”, “account bal-

ance,” “withdraw”... with the Earn Service and the Borrow Service... used... as terms

of convenience only in referring to users’ borrowing or lending of digital assets...”

37 FSB (n 27) 17 Box 2-1.

38 FCA (n 19) para 4.1; EBA and ESMA (n 2) para 142.

39 FCA (n 19) para 4.1; EBA and ESMA (n 2) para 157.

40 Emilios Avgouleas and Alexandros Seretakis, ‘How Should Crypto Lending Be Regulated Under EU Law?’ (2023)
24 European Business Organization Law Review 421, 427; Kokorin (n 33) 516.

41 Gary Gorton and Jeffery Zhang, ‘Bank Runs During Crypto Winter’ (2024) 14 Harvard Business Law Review 297,
305; Phillips and Bruckner (n 28) 228.

42 “Terms of Use’ (Celsius, 29 September 2022) Section 2 <https://web.archive.org/web/20250224212718/https://
celsius.network/ terms-of-use> accessed 20 July 2025.
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For its crypto-asset lending activity or the “Borrow Service” and its crypto-asset bor-
rowing activity or the “Earn Service,” Celsius required ownership rights over both the collat-
eralised crypto-assets and the borrowed crypto-assets, respectively, with clients required to:

grant Celsius... all right and title..., including ownership rights,... to pledge, re-pledge,
hypothecate, rehypothecate, sell, lend, or... invest... in Celsius’ full discretion.”

And with respect to the “Earn Service,” clients:

earn a financing fee... referred to as “Rewards,”... in exchange for entering into
open-ended loans..."

Figure 2- Business Model of Celsius”
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B. CENTRALISED SERVICE PROVIDERS AS NON-BANK FINANCIALIN-
TERMEDIARIES

Considering the economic function of traditional banks, their core business model of
on-balance sheet intermediation” is based on three functions: maturity transformation, liquid-
ity transformation, and credit transformation.” Maturity transformation occurs when banks
convert short-term liabilities, such as the short-term deposits of retail customers and money
market instruments, into medium- and long-term loans.” In doing so, they are able to offer
depositors a share of the higher returns generated by long-term investments.” Liquidity

3 ibid Section 13.

# ibid Section 4(D).

45 Kokorin (n 33) 516.

46 Dirk Zetzsche and Jannik Woxholth (eds), ‘Cryptoasset Regulation in the System of EU Financial Law’, The EU
Law on Crypto-Assets: A Guide to European FinTech Regulation (Cambridge University Press 2025) 32.

47 John Armour and others, “Theory of Banking’, Principles of Financial Regulation (OUP 2016) 277.

48 Dell’Erba (n 9) 39.

49 Armour and others (n 47) 278.
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transformation refers to the process by which banks use the liquid assets of depositors to
mvest in illiquid assets. This 1s made possible through the law of large numbers, which allows
banks to predict aggregate withdrawal behaviour across a large pool of depositors, and the
principles of fractional reserve banking, under which only a fraction of deposits 1s held as
reserves while the remainder is lent out.” Credit transformation involves the conversion of
low-risk deposits into mdividually high-risk investments in a manner designed to minimise
overall risk. Banks achieve this by screening and monitoring the quality of their investments,
diversifying them both sectorally and geographically, and holding sufficient capital to absorb
potential losses.”

Shadow banking or non-bank financial intermediation” broadly refers to credit inter-
mediation involving entities and activities outside the regular banking system”—that is, finan-
cial intermediaries that engage in maturity, liquidity, and credit transformation without access
to central bank liquidity or public sector credit guarantees.” Finance companies in traditional
markets, for example, originate loans but are not classified as banks because they are largely
funded by wholesale money markets rather than deposits.”

As seen from the discussed business model, centralised crypto lending and borrowing
mvolves attracting crypto-assets from various sources—including borrowing—and lending
credit to third parties on their own account.” Consequently, these platforms engage in ma-
turity, liquidity, and credit transformation outside the conventional banking system, thereby
qualifying as NBFIs.” For instance, from the lending perspective, they function in a manner
similar to traditional finance companies. Moreover, due to functional similarities, scholars
have recognised that this emerging form of crypto shadow banking parallels traditional shadow
banking, as both indirectly connect borrowers with investors in capital markets.”

Figure 8- Traditional Shadow Banking Vs Crypto Shadow Banking”

MMFs,
Assets MBS, CDOs Pension
(often ABCPs, Repos, Investors
o I funds & Inst.
illiquid) Securitizations
Inv.
Tokenizations, .
Diital Crypto Stablecoins,
e TYP Crypto Hedge
Assets Derivatives,
Funds, Crypto Investors
(often Crypto .
e Lending
illiquid) Structured
Platforms
products

50 ibid 277.

51ibid 278.

52 FSB ‘Global Monitoring Report on Non-Bank Financial Intermediation’ (2018) 3 Box 1-1 (“change in terminology
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Financial Regulation (OUP 2016) 445.

54 Steven Schwarcz, ‘Regulating Shadow Banking’ (2012) 31 Review of Banking & Financial Law 619, 621.
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Gnan (eds), The European Money and Finance Forum (SUERF 2013) 380; Armour and others, (n 53) 446.

56 Kokorin (n 33) 522.
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C. MARKETS IN CRYPTO-ASSETS REGULATION’S SCOPE AND REGU-
LATORY GAPS

For platforms to be regulated under MiCAR, they must qualify as a crypto-asset ser-
vice provider (CASP), defined as ‘a legal person or other undertaking whose occupation or
business is the provision of one or more crypto-asset services’.” The exhaustive list of crypto-
asset services includes, for example, custody, exchange, advice, and transfer services,” which
broadly encompasses two categories: crypto trading services; and brokerage, investment ad-
vice, and asset management services.”

Once qualified as CASPs, platforms become subject specifically to the provisions of
Title V of MiCAR, which includes, inter alia, licensing and authorisation requirements, as
well as specific conditions for certain services. Under this activity-focused approach, even if a
crypto-asset lacks an issuer such as Bitcoin or Ethereum, platforms engaged in the listed ac-
tivities still fall within the scope of MiCAR as CASPs.”

However, if an activity 1s not included in the list of crypto-asset services, particularly
lending and borrowing, it does not fall within the scope of MiCAR. While such activities may
be regulated under other frameworks, relying on alternative rules introduces legal uncertainty
and creates a significant regulatory gap. Corroborating this, a joint EBA-ESMA survey found
that only 5 out of 37 national competent authorities” reported that crypto lending and/or bor-
rowing activities are subject to some level of regulation within their jurisdiction. Even among
this small minority, the rules are often narrow i scope; for example, one indicates that a
consumer credit provider registration requirement applies if the loan i1s denominated in offi-
cial currency.”

Compared to existing frameworks 1n the US and the UK, the EU’s MiCAR can be
seen as a trailblazer in introducing a comprehensive regulatory regime for crypto-assets.”
While the US and UK rely on applying existing laws or standards to crypto-assets, MiCAR
represents a dedicated legislative framework for the sector. However, its current scope still
expressly does ‘not address the lending and borrowing of crypto-assets... [as] the feasibility
and necessity of regulating such activities should be further assessed’.”

It 1s true that several platforms may qualify as CASPs by virtue of their mvolvement
in other listed activities beyond lending and borrowing. As noted in the aforementioned EBA-
ESMA survey, 11 entities offering lending and/or borrowing services were also engaged in
other regulated crypto-asset services, such as asset management or exchange services.” Con-
sequently, certain general requirements applicable to all CASPs under Chapter 2 of Title V,
such as fiduciary duties” and governance obligations,” may also be applicable to some aspects

60 MiCAR, Article 3(15).

61 MiCAR, Article 3(16).

62 Dirk Zetzsche and Jannik Woxholth (eds), ‘Regulation of Cryptoasset Service Providers (Title V MiCA), The EU
Law on Crypto-Assets: A Guide to European FinTech Regulation (Cambridge University Press 2025) 96.

63 MiCAR, Recital 22; ibid 102.

64 16 out of 37 identified crypto lending and/or borrowing providers. See, EBA and ESMA (n 2) para 183.

65 EBA and ESMA (n 2) para 186.

66 Giovanna Massarotto, ‘Call for a Global Crypto-Assets Regulatory Framework: Lessons from the US, Europe, and
the UK” in Paolo Tasca and Reena Aggarwal (eds), Digital Assets: Pricing, Allocation and Regulation (Cambridge University
Press 2025) 152.

67 MiCAR, Recital 94. See eg Kokorin (n 33) 517.

68 EBA and ESMA (n 2) para 184.

69 MiCAR, Articles 66 and 72.

70 MiCAR, Articles 68, 69, and 71.
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of lending and borrowing. Nevertheless, due to the particular nature of lending and borrow-
ing, these general requirements may require adaptation when applied to such activities.”

Furthermore, Chapter 3 of Title V also provides specific regulatory conditions tai-
lored to the risk profile of each listed activity. In the absence of general consideration and
specific rules designed for lending and borrowing, this activity-based™ framework risks under-
capturing the full range of risks involved, particularly in areas not overlapping with other reg-
ulated services.

II1. RISKS POSED BY CRYPTO-ASSET LENDING AND BORROWING

"This chapter examines the risks inherent in the centralised business model of crypto lending
and borrowing. While the cryptoeconomy possesses distinct characteristics, the risks identi-
fied broadly mirror the intermediation risks of NBFIs in traditional financial markets,” par-
ticularly from a prudential and conduct perspective. For each category, the causes and nature
of the risk are explored, with reference to documented cases that contributed to the 2022-23
crypto winter. While economic downturns are inevitable, analysing documented failures pro-
vides a necessary blueprint for addressing the regulatory challenges of future crises.”

A. PRUDENTIAL PERSPECTIVE
(1)  Dnvers of Prudential Risks

Prudential risks generally arise when a financial firm assumes risks that threaten its
financial health and its ability to meet obligations to investors and counterparties.” At their
core, these are risks of a firm becoming financially unsound and unable to fulfil its market
commitments.” For on-balance-sheet intermediation, the primary concern is eventually the
potential insolvency of the financial entity itself.”

The principal driver that leads these firms to assume excessive risk, pushing them
towards nsolvency, is moral hazard. Moral hazard occurs when the agent (platform) has an
mcentive to exert less effort than the principal (client) would deem optimal due to the princi-
pal’s inability to fully monitor the agent’s behaviour.” As a consequence, the agent may not
bear the full burden of the negative outcomes arising from their decisions.” When a service
provider’s accountability diminishes, it tends to adopt riskier practices, particularly in the ab-
sence of adequate regulation.

7L MiCAR, Article 71 and Annex IV.

72 Zetzsche and Woxholth (n 63) 95.

73 See eg FSI (n 29) paras 24-25; FCA (n 19) para 3.2.

7+ See eg Hyman P Minsky, Stabilizing an Unstable Economy (McGraw-Hill 1986) 110-12 (“Unless we understand what
it is that leads to economic and financial instability, we cannot prescribe—make policy—to modify or eliminate it”.).
75 Eric Pan, ‘Organizing Regional Systems’ in Niamh Moloney, Eilis Ferran and Jennifer Payne (eds), The Oxford
Handbook of Financial Regulation (OUP 2015) 191.

76 ibid 190.

77 Zetzsche and Woxholth (n 46) 32.

78 Nicholas Gregory Mankiw and Mark P Taylor, ‘Information and Behavioural Economics’, Economics (6th edn, Cen-
gage 2023) 405.

79 ibid.
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This situation 1s exacerbated when these mtermediaries perform maturity transfor-
mation,” an inherently unstable practice when left unregulated or poorly supervised.” Maturity
transformation relies on a confidence trick: clients must believe both that (a) the entity 1s
financially sound and capable of honouring its obligations, and (b) other clients will not sim-
ultaneously call in loans beyond customary levels.” If confidence is shaken, this fragile equi-
librium collapses, incentivising first movers.” The phenomenon of first-mover advantage
refers to clients rushing to exit positions to avoid mcurring losses that might be borne by
others.” This dynamic contributes to the self-fulfilling nature of runs and ensuing liquidity
problems. The root cause often lies in a maturity mismatch—that is, the misalignment between
short-term labilities and long-term assets—which creates acute liquidity risk that can rapidly
escalate into insolvency risk.”

Regulation, in essence, seeks to establish the necessary conditions for this confidence
trick through the provision of conditions which centralised crypto lending and borrowing ser-
vice providers currently lack.” Furthermore, the absence of appropriate regulation allows ma-
turity, liqudity, and credit transformation to be increasingly conducted through networks
outside the regulatory perimeter. The proliferation of such shadow banking networks, in both
traditional and crypto contexts, tends to increase structural complexity and, as a direct conse-
quence, heighten legal uncertainty within financial regulation.”

In the traditional financial system, NBFIs engaged in credit intermediation imvolving
maturity and liquidity transformation are inherently susceptible to runs in the absence of reg-
ulatory frameworks. For instance, collective investment vehicles (CIVs), including funds and
accounts established for pooling client assets, are vulnerable to sudden redemption pressures
if investors perceive a shift in risk exposure.™ This vulnerability is not unique to traditional
finance. A similar pattern is evident in the cryptoeconomy as well, particularly among crypto
lending and borrowing platforms, which perform comparable economic functions. These
platforms, mter alia, use short-term client funds to finance illiquid, high-risk positions. This
run dynamic materialised during the most recent crypto winter, affecting platforms such as
Celsius, Voyager, and BlockFi, as examined further in the following chapter.

80 See eg Gorton and Zhang (n 41) 332 (“if an entity is borrowing short and lending long, it is in the business of maturity
transformation”.).

81 Phillips and Bruckner (n 28) 236.

82 Armour and others, (n 47) 278; cf Anil K Kashyap, Raghuram Rajan and Jeremy C Stein, ‘Banks as Liquidity
Providers: An Explanation for the Coexistence of Lending and Deposit-Taking’ (2002) 57 Journal of Finance 33, 34
35.

83 Armour and others, (n 47) 278.

84 Patel and Rose (n 23) 5.

85 Kokorin (n 33) 522.

86 Phillips and Bruckner (n 28) 237.

87 Dell’Erba (n 9) 41-42.

88 FSB ‘Global Shadow Banking Monitoring Report’ (2015), 20-21.
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Figure 4: Customer Fund Withdrawals 90 Days Prior to Bankruptcy”
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(a) Liqudity risk

Liquudity risk, often inherent in maturity transformation processes, is the risk that a
firm will be unable to meet its short-term cash flow obligations.” In the case of centralised
lending and borrowing platforms, their business model relies on lending or investing the bor-
rowed crypto-assets into illiquid and often risky investments in an attempt to generate the high
returns promised to customers. A recent FCA discussion paper found that such platforms
frequently hold high proportions of illiquid assets or maintain insuthicient hiquidity on their
balance sheets.”

In the events leading up to the most recent crypto winter, these illiquid and risky
mvestments included loans to the hedge fund Three Arrows Capital and stakes in the Anchor
Protocol.” Three Arrows Capital, a crypto-asset hedge fund, used high levels of leverage to
engage in large directional trades.” The Anchor Protocol, a decentralised borrowing and lend-
ing application built on the Terra blockchain, subsidised and fixed annual returns for lenders
at 209, rather than allowing returns to be determined by market borrowing demand.” Such
reinvestments and onward lending of assets also created mterconnected obligations, which
made it difficult for these firms to meet their liabilities during periods of market stress.”

89 Patel and Rose (n 23) 4.

9 Peter Miilbert, ‘Managing Risk in the Financial System’ in Niamh Moloney, Eilis Ferran and Jennifer Payne (eds),
The Oxford Handbook of Financial Regulation (OUP 2015) 369.
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(b) Excessive leverage

Leverage, typically measured as the ratio of total borrowed capital to equity,” is a
mechanism through which both returns and risks are amplified.” In the cryptoeconomy, it is
common for platforms to borrow crypto-assets, lend them out, and then use the proceeds to
seek further borrowing.” This cycle contributes significantly to the accumulation of leverage
in the market.” The practice of rehypothecation, whereby collateral pledged is reused to se-
cure more loans, exacerbates the situation. This practice, often permitted under the platforms’
terms and conditions," creates collateral chains that increase systemic fragility and contagion
risk."”

The now-bankrupt service providers were characterised by particularly high leverage
ratios during the crypto winter. Celsius operated at a leverage ratio of 19-to-1, while Voyager’s
was 23-to-1. In practical terms, this means that Celsius and Voyager held debt (mostly funds
borrowed from users) 19 and 23 times the value of their equity, respectively.” This level of
leverage 1s highly risky, as even a modest decline in asset values—5.3% for Celsius or 4.3% for
Voyager—was sufficient to render them insolvent.”

() Concentration risk

Concentration risk refers to the potential for loss arising from excessive exposure to
a single counterparty or to multiple counterparties that share common characteristics such as
belonging to the same corporate group, operating within the same industry or geographic
region, or being linked to a specific class of assets."

This risk was particularly evident during the most recent crypto winter. A common
factor contributing to the downturn was the significant exposure many service providers had
to the aforementioned crypto hedge fund Three Arrows Capital.” The fund borrowed from
over 20 institutions, making it a single point of failure and a substantial source of contagion
across the sector.” Specifically, Three Arrows Capital received loans amounting to approxi-
mately USD 75 million from Celsius, USD 1 billion from BlockFi, and more than USD 600
million from Voyager."” In Voyager’s case, the exposure was especially acute: Three Arrows
Capital was its largest borrower, accounting for roughly 58% of total loan obligations, a clear
example of an overly concentrated loan book and poor risk diversification."™
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Footnote 89.

97 Levine (n 4).

98 EBA and ESMA (n 2) para 196.

99 ibid.

100 See eg Celsius Terms (n 43).

101 EBA and ESMA (n 2) para 197.

102 Levine (n 4).

103 Phillips and Bruckner (n 28) 244.

10+ Milbert (n 91) 369-70.

105 Patel and Rose (n 23) 4.

106 Arner and others (n 94) 105970-7.

107 Patel and Rose (n 23) 4.

108 Kokorin (n 33) 515; Gorton and Zhang (n 41) 312-13.



Shadow Banking Rewritten in Code 13

Figure 5: Voyager’s Loan Counterparty”

Company Borrowing Rate Outstanding Amount (thousands)
Alameda Research Ltd. 1% - 11.5% $376,784

Three Arrows Capital 3% - 10% $654,195

Genesis Global Capital 4% - 13.5% $17,556

Wintermute Trading Ltd. 1% - 14% $27,342

Galaxy Digital LLC 1% - 30% $34,427

Tai Mo Shan Limited 10% $13,779

Other 4% - 8% $751

Total $1,124,825

(d) Credit risk

As lending and borrowing platforms engage in credit transformation, credit risk 1s
another major concern. It arises when borrowers default on their obligations to repay princi-
pal or interest,” stemming from both on- and off-balance sheet exposures such as loans, in-
vestments, and trading activities." Despite acting as credit intermediaries, these platforms
often fail to perform creditworthiness assessments, neglecting to evaluate borrowers’ financial
situations, repayment capacity, or risk tolerance, thereby increasing the risk of borrower de-
fault.™

The recent crypto downturn again illustrates this point. Voyager’s more than USD
600 million in loans to Three Arrows Capital were unsecured.” Similarly, Celsius’ loans to
the same fund were not collateralised." The widespread willingness of crypto firms to assume
such credit risk can largely be attributed to Three Arrows Capital’s reputation at the time as
one of the most prominent and well-known hedge funds in the crypto sector. For many plat-
forms, lending to such a high-profile firm was seen as a form of endorsement that could en-
hance credibility in the eyes of other clients.”” This instance of inadequate creditworthiness
assessment, involving the extension of unsecured credit based solely on perceived reputation,
significantly heightened credit risk and later complicated the process of recovering funds. Ac-
cording to nvestigative reports from the bankruptcy proceedings, many clients of Voyager
and Celsius expressed surprise upon learning that the loans made by both companies were
not collateralised."
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B. CONDUCT PERSPECTIVE
(1) Dnvers of Conduct Risks

Conduct risks mainly arise from asymmetric information, a classic manifestation of
the principal-agent problem, where two parties have access to different information."” This
imbalance creates incentives for the informed party (platform) to withhold or distort relevant
information, to the detriment of the less-informed party (client)." While such principal-agent
failures are not exclusive to NBFIs, the nature of NBFIs combined with the technological
complexity underpinning their operations can significantly magnify the problem." This is par-
ticularly evident in the cryptoeconomy, where complex technological architecture such as
DLT is involved. As retail customers tend to be less knowledgeable and more vulnerable to
information asymmetries,” many may lack a full understanding of both the technical aspects
of crypto and their financial implications, imiting their ability to identify and manage associ-
ated risks.”

In markets with high information asymmetry, resources may not be allocated efhi-
ciently,” leading to adverse selection, a situation where uninformed customers transact with
parties they would otherwise avoid if they had full knowledge.” The 2007 financial crisis ex-
emplifies this dynamic: investment banks packaged high-risk mortgage assets into complex
financial products and many clients, unaware of the underlying risk, were left exposed to sub-
stantial losses.” Similar patterns of adverse selection were observed during the latest crypto
winter.” As revealed in bankruptcy proceedings, a client in Celsius” bankruptcy filings re-
marked:

I'imtially signed up with Celsius due to... advertising campaigns, weekly AMAs, web-
site, and interviews... all adamant that our funds are used in over-collateralized loans...
Celstus has failed to properly disclose the investments... they were not purely using
over-collateralized loans...”

This highlights one of the key reasons why regulators cannot rely solely on the as-
sumption of market self-correction. Such an assumption suggests that regulatory intervention
1s unnecessary on the basis that the financial system 1s inherently stable and ethicient. Instability
1s instead attributed to exogenous shocks.” However, markets can and are often irrational. As
argued by Minsky, rather than existing in a state of self-equilibrium,™ the financial system is
inherently unstable and becomes increasingly fragile during periods of sustained prosperity.”
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Indeed, leading up to the 2007 financial crisis, the belief in efficient, self-correcting
markets contributed to the relaxation or removal of regulatory constraints.” A notable conse-
quence of this deregulation was the expansion of access to mortgage credit for a broader seg-
ment of the population.” This, coupled with the so-called “Great Moderation”, a period of
relative economic stability prior to the crisis,”™ pushed the market towards instability and spec-
ulative behaviour, often described as “animal spirits” or “irrational exuberance”.” This weak-
ening of market discipline was reflected in both over-optimistic borrowing and the willingness
of lenders to extend credit.” Ultimately, the subprime lending practices and securitisation,
whereby mortgage-backed assets were pooled and sold to investors,"” precipitated the crisis.

As observed 1n the traditional financial system, particularly during 2007, crises can be
exacerbated by a failure of regulatory intervention.” In the cryptoeconomy, the 2022-23
downturn, discussed in the following chapter, can similarly be attributed to a lack of regulatory
frameworks. Therefore, the lack of regulation in both traditional and crypto contexts, whether
due to an absence of regulatory intent or the challenges of addressing disruptive innovation,
can lead to unintended consequences, particularly given that markets are not always rational.

(i1)  Nature of Conduct Risks
(a) Consumer protection risk

One of the most significant concerns in the current crypto lending and borrowing
model 1s the heightened consumer protection risk stemming from poor consumer under-
standing.” This risk may arise due to either the absence of clear and accessible information
or, more worryingly, deliberately misleading advertising practices.

Information made available to consumers is often fragmented, unstructured, and dis-
seminated through private, unregulated channels, making it difficult for the average user to
fully comprehend the opportunities presented or the risks involved.™ This contributes di-
rectly to the adverse selection effects associated with information asymmetry. This challenge
was explicitly identified by the joint EBA-ESMA report, which highlighted significant ambi-
guity in disclosure across several critical areas, including: (a) pricing and fees, (b) interest rates,
(¢) changes to collateral requirements, including margin calls, (d) collateral management, par-
ticularly regarding rehypothecation rights,” and (e) users’ rights and obligations in cases of
dispute or insolvency."

Even where relevant information is disclosed, such documentation 1s frequently
drafted in sophisticated language." Moreover, the tone of these documents may be mislead-
ingly reassuring, giving consumers a false sense of security. While platforms may assert that
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customer assets will be treated in a certain way, they often do not account for how those assets
may be treated under the law, particularly in the event of bankruptcy.'

Furthermore, deliberate or negligent misrepresentation in advertising has been a re-
curring issue. Confusion about the level of risk posed by these novel financial products can
easily arise, particularly when crypto-asset loans are linked to fiat-denominated credit cards,
which may create the misleading impression that these are conventional products, further
obscuring the actual level of risk involved."

Several documented instances illustrate these concerns. Prior to the 2022-23 crypto
winter, Voyager falsely made representations that it was FDIC-insured, prompting a cease and
desist order from US regulators.™ Another example is Alex Mashinsky, co-founder and CEO
of Celsius, who used marketing campaigns to portray the platform as safer and more reward-
ing than traditional financial products.”” Later sentenced to 12 years for fraud and market
manipulation,™ he once claimed:

It’s the traditional financial system that’s ripping people off... Somebody 1s lying...
7

Fither the bank is lying or Celsius 1s lying.
(b) Contlicts of interest

A further area of concern is the conflict of interest arising from the use of platforms’
own native tokens within their services. This 1s analogous to the well-documented 1ssue of
crypto exchanges listing and promoting their own tokens." Similarly, lending and borrowing
platforms often integrate their proprietary tokens into their service offerings—using them as
mterest payments (for lending services) or as collateral (for borrowing services), and offering
preferential treatment to incentivise their use." For example, Celsius, the issuer and largest
holder of CEL tokens, offered its highest interest rates to clients who chose to receive their
interest payments in CEL."

Because these tokens are 1ssued and controlled by the platform itself, there exists a
clear incentive and capacity for platforms to artificially drive demand by offering favourable
terms and managing token supply.” Through this dual control and potential for market ma-
nipulation,” platforms are able to offer inflated yields to lenders while misleading investors
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into believing that the token’s value reflects genuine market forces.” The inherent link be-
tween native tokens and platforms’ internal ecosystems creates a feedback loop, where bor-
rowers pledge tokens with low and highly volatile intrinsic value as collateral, increasing the
risk of cascading failures in the event of a price collapse.”™

(¢)  Operational risk

Operational risk, the risk of loss resulting from inadequate or failed internal pro-
cesses, people, and systems, or from external events,” takes on slightly more unique dimen-
sions within the cryptoeconomy due to the complexity of the underlying technological
architecture.” Nonetheless, at its core, the risk fundamentally stems from fraud and theft
risks—including the hacking of centralised entities, theft of users’ private keys, fraudulent
schemes, and scams—as well as cyber risks—such as hacking and phishing"—akin to the classic
agency risks found in traditional finance.™

"This 1s a particular concern for clients of lending and borrowing service providers due
to the significant consequences involved. Clients are required to transfer both legal and ben-
eficial ownership of their crypto-assets, whether they are being lent or used as collateral, to
the service provider."” As a result, the client no longer retains 7 remrights over the transferred
crypto-assets but rather holds an in personam unsecured claim against the platform.” In the
event of a failure from operational risk combined with a lack of adequate dispute resolution
and recourse mechanisms,” these clients are treated as unsecured creditors, significantly in-
creasing their legal risk in recovering funds."

(d) Money laundering and terrorist financing risk

Although not a direct catalyst of the most recent crypto winter, money laundering and
terrorist financing risk has long been identified as a significant concern within the cryptoecon-
omy. These concerns have been pronounced since the advent of DeFi which, particularly in
its early stages, was characterised as a zone of near-complete legal and regulatory absence.™

The root of this risk lies in the fundamental technological architecture of DeFi. As
previously noted in the context of DLT such as blockchain, ownership and transfers are rec-
orded mn a decentralised manner. However, the owners are not identified by name on the
ledger but rather by an alphanumeric string representing their public address, commonly re-
ferred to as a crypto-asset wallet.” While these wallets are not anonymous, they offer a
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pseudo-identity.” This pseudonymous nature of wallet addresses, particularly when com-
bined with the absence of mandatory identity verification requirements,"” raises concerns
about the potential misuse of crypto lending and borrowing platforms for illicit purposes,
including money laundering, tax evasion, and terrorist financing."”

IV. REGULATORY SOLUTIONS

Building on the risks identified in the previous chapter, this chapter seeks to propose regula-
tory solutions that address those risks while acknowledging the existing framework of MiCAR.
Although the analysis focuses on MiCAR, it may be of broader relevance to other jurisdictions
seeking to regulate centralised crypto lending and borrowing, as the proposed recommenda-
tions can also be applied beyond the EU context. The use of MiCAR’s baseline principles
allows this chapter to concentrate on the specific issue of crypto-asset lending and borrowing
without the need to restate general regulatory provisions—such as definitions or the licensing
and authorisation process—that apply across all CASPs. Fach category 1s presented alongside
an overview of the current MiCAR framework 1n the corresponding area.

A. ADDRESSING PRUDENTIAL RISKS
()  Current MiCAR Landscape

Due to the scope of the listed crypto-asset services under MiCAR, CASPs are, for the
most part, off-balance-sheet intermediaries akin to investment firms or fund managers.” As
such, the prudential requirements under MiCAR are generally less focused on protecting
against contractual obligations."

The existing prudential requirements for CASPs under Title V are limited in scope
and include detailed conditions that apply only to providers of specific services. Examples
include liquidity thresholds and capital requirements. Liquidity thresholds are mandated only
for CASPs operating as trading platforms.”™ While capital requirements apply to all CASPs,
the minimum thresholds vary depending on the type of service provided,” ranging from EUR
50,000 (e.g. for providers of transfer services) to EUR 150,000 (e.g. for operators of trading
platforms)."”™

(1)  Regulatory Recommendations

The primary objective of prudential regulation 1s to mitigate prudential risk by impos-
ing rules on what entities can and cannot do, thereby protecting their balance sheets from
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excessive risk-taking and ultimately ensuring a strong balance sheet.™ In traditional financial
markets, a commonly suggested approach to regulating NBFIs 1s to extend the perimeter of
prudential regulation to such entities.”™

A similar approach may be adopted in the cryptoeconomy. From a supervisory per-
spective, regulation should be based on the economic function performed by the service ra-
ther than the underlying technology. Technology does not alter the fundamental rights and
obligations involved in financial relationships.”™ Nonetheless, rather than extending existing
rules, a separately inspired set of rules appears more appropriate, as the cryptoeconomy pos-
sesses its own unique characteristics.” In line with the FSB’s recommendation for crypto-asset
activities, the principle of “same activity, same risk, same regulation”,” the following recom-
mendations outline prudential regulatory measures appropriate for centralised crypto lending
and borrowing.

(a) Liqudity requirement

A regulatory framework requiring centralised crypto lending and borrowing platforms
to maintain sufficient liquidity to withstand a range of stress events should be implemented.™
To achieve this, a platform must establish metrics to forecast its prospective cash mflows
against its outflows as well as the liquidity value of its assets.” This requirement is critical, as
demonstrated by the most recent crypto winter, where liquidity shortfalls were a significant
contributing factor to the collapse of several platforms. The liquidity threshold should there-
fore be calibrated to reflect the liquidity risk profile specific to each platform.™ In addition to
maintaining sutficient liquid assets to fund ongoing business operations, platforms should also
take mto account a reasonable estimate of the liquid assets required to facilitate an orderly
wind-down without causing material harm.™

Liquudity stress tests should be conducted, and their results should be used to adjust
and enhance platforms’ liquidity risk management strategies.™ Platforms should be able to
execute these strategies, as the basic liquid asset requirement typically captures only liabilities
due within a short timeframe.™ For instance, the recent UK FCA consultation paper suggests
that platforms should assess their liquidity needs over a rolling 90-day period and consider
funding needs over a forward-looking 12-month horizon."™ These measures would help en-
sure that platforms maintain enough liquid assets to meet their obligations to users, thereby
reducing potential runs."™
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(b)  Own funds requirements

A key prudential safeguard for lending and borrowing activities 1s the establishment
of appropriate own funds requirements, intended to ensure that capital 1s permanently avail-
able to absorb losses on a going concern basis, thereby enhancing the resilience of the plat-
form."™ In practice, this includes requirements relating to capital adequacy, minimum capital
levels, and leverage ratios.

MiCAR already lays the groundwork regarding the form of such capital: it must con-
sist of high-quality own funds aligned with the Capital Requirements Regulation’s Common
Equity Tier 1 definitions” and/or a compliant insurance policy.™ However, as noted, the
amount of capital currently required under MiCAR depends on the type of crypto-asset ser-
vice offered.™ Since lending and borrowing are not yet included among regulated activities,
the existing permanent minimum requirements designed for largely off-balance-sheet inter-
mediaries are significantly low, with the highest threshold set at EUR 150,000. This threshold
is arguably inappropriate for on-balance-sheet businesses™ like crypto lending and borrowing
platforms, as these firms carry intermediation risks directly on their balance sheets. The FCA
consultation paper, for example, proposes that firms dealing as principals, including those
offering lending and borrowing products,” should operate with a permanent minimum level
of own funds of GBP 750,000 (around EUR 860,000) at all imes."”

There should also be a capital requirement that is risk-weighted to reflect the capacity
to absorb potential losses. Without risk sensitivity, firms would be incentivised to engage in
riskier lending, as they would not be required to hold proportionately more capital for riskier
exposures. By recognising risk differentials, the framework would promote more prudent
lending.” As illustrated by the case of Celsius and Voyager, unsecured loans, being inherently
riskier, would attract a higher capital charge under a properly calibrated risk-weighting meth-
odology.”" In addition, risk factors could take into account counterparty type. Taking the FCA
consultation paper as an example, it proposes a risk factor of 83.33% for retail clients, but
only 1.6% for central governments, public sector entities, and other compliant firms.” By
addressing potential balance sheet deficits, such a mitigant would contribute to financial sta-
bility and reduce the likelihood of bankruptcy.*

Given that the valuation of crypto-assets is characterised by high volatility,” one po-
tential concern is the prudential compliance risk arising from fluctuating thresholds.”™ In
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particular, the value of required capital may become insufticient following market devaluation.
To address this issue, significant volatility adjustments should be introduced. For example,
the FCA proposal applies a 09% adjustment to authorised qualifying stablecoins, while a 1009%
adjustment is applied to Category B crypto-assets,” namely those with low levels of market
maturity, liquidity, and resilience.”

To supplement risk-based capital requirements, non-risk-based measures should also
be introduced to constrain the build-up of leverage.” Risk-weighted requirements alone may
not fully reflect portfolio risk.™ A leverage ratio requirement, which measures the maximum
potential loss that can be absorbed by equity, can serve as a backstop and stabilising comple-
ment. The leverage ratio, unlike risk-weighted assets, is unaffected by changes in the economic
cycle. It functions as a hard limit on the total size of a firm's balance sheet relative to its equity,
regardless of how safe those assets are perceived to be. Once a platform’s total exposure
reaches this cap, it 1s prohibited from extending new credit or acquiring further assets. This
provides a vital backstop by neutralising the tendency for firms to underestimate the risk of
their own portfolios to lower their capital requirements.” For reference, the leverage ratio for
banks under Basel I11, even when calculated on total assets relative to Tier 1 capital, 1s capped
at 33-to-1."" Against this benchmark, the ratios of 19-to-1 for Celsius and 23-to-1 for Voyager,
calculated solely on borrowed capital relative to equity, appear notably high.” This is partic-
ularly the case considering that these platforms operate without the host of additional pruden-
tial standards™ and safety nets available to banks, such as deposit insurance or access to a
lender of last resort.””

(¢) Large exposure limits

The experience of the most recent crypto winter, particularly the case of Three Ar-
rows Capital, highlights the urgent need for prudential imits on credit, market, and other risk
exposures to single counterparties or groups of connected counterparties.” These large ex-
posure limits should take mto account sectoral, geographical, and currency concentrations,
with acceptable levels aligned to the service provider’s risk profile and capital strength.” For
example, Voyager’s exposure to Three Arrows Capital amounted to 58% of its total loan ob-
ligations, a level that clearly exceeded any reasonable concentration threshold.” For refer-
ence, under the Basel standards applicable to non-global systemically important banks, the
aggregate exposure must not exceed 25% of Tier 1 capital at all imes.™
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In contrast to the risk-weighted capital requirements discussed earlier, large exposure
limits should be calculated based on the maximum possible loss resulting from a counter-
party’s default, including all claims and transactions,™ actual and potential exposures, as well
as contingent labilities. This ensures the provider’s true exposure to concentration risk is
accurately reflected.™

(d)  Credit risk management

While different channels deploy different risk mitigants, with banks generally pos-
sessing more developed credit assessment mechanisms, NBFIs in traditional markets still rely
on alternative mechanisms and mitigants.” For instance, traditional finance companies are
heavily dependent on collateral™ and are less likely than banks to extend credit without it.”

Similarly, centralised crypto lending and borrowing platforms must adopt sound
credit risk management frameworks to avoid repeating the mistakes seen in the Voyager and
Celsius cases, where large unsecured loans were issued without proper assessments.” To es-
tablish a well-controlled credit risk environment, there should be clearly defined policies, pro-
cedures, and criteria for screening and monitoring credit risk. The screening process, when
approving new exposures as well as renewals and refinancing, should involve a thorough un-
derstanding of the borrower’s financial situation, risk profile, and repayment capacity.” Mean-
while, monitoring should include regular reassessments of the borrower’s ability and
willingness to meet their obligations, as well as oversight of contractual terms, collateral suffi-
ciency and other credit risk mitigants.™

Nevertheless, from a forward-looking perspective, assuming a mature cryptoeconomy
characterised by self-sustaining economic activity and endogenous growth, a potential concern
1s that overregulation may undermine financial accessibility. Excessive regulation may con-
strain the efficient functioning of the supply side of the economy.” Lessons can be drawn
from the response of financial institutions following the 2007 financial crisis, where financiers
and banks adopted a markedly more cautious approach to lending, often to the detriment of
small and medium sized borrowers.” Credit was increasingly extended on a secured basis,
frequently accompanied by higher interest rates reflecting perceived default risk, thereby rais-
ing the overall cost of borrowing.” This contraction in credit availability contributed, at least
in part, to an economic slowdown in the UK and elsewhere.”

It 1s important to note, however, that such outcomes were not solely attributable to
post=crisis regulatory frameworks, but rather to the preceding absence of adequate regulation,
which facilitated irrational exuberance in the first place. The key implication, therefore, 1s the
need to avoid regulatory overcorrection. Credit risk management frameworks that are overly
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stringent may unduly restrict access to credit. Accordingly, regulatory approaches to screening
and monitoring should promote prudent lending practices while ensuring that retail consum-
ers and SMEs retain access to affordable credit within the cryptoeconomy.

B. ADDRESSING CONDUCT RISKS
()  Current MiCAR Landscape

In contrast to the prudential aspect of regulation, conduct regulation under MiCAR
receives greater emphasis, given its closer relevance to off-balance sheet intermediaries, which
currently characterise the general state of CASPs.”" While many have expressed satisfaction
with the inclusion of strong governance principles, such as requirements for external audits,™
MiCAR does not currently apply to non-CASPs oftering only lending and borrowing services
and, where it does apply, more targeted rules may still be needed. Such targeted rules are, in
certain respects, consistent with regulatory approaches applied to high-risk investment prod-
ucts, in relation to the heightened risk profile of crypto-asset lending and borrowing services.™

(1)  Regulatory Recommendations
(a) Fiduciary duties

MiCAR establishes that CASPs must act as fiduciaries. Under Chapter 2 of Title V,
all CASPs are required to act honestly, fairly, and professionally,” in accordance with the
principle that the interests of clients take precedence unless clients have been fully informed
and have explicitly consented to being treated otherwise.” This obligation includes providing
clients with fair, clear, and not misleading information;™ issuing warnings on associated risks;”
and prominently disclosing policies on pricing, costs, and fees via their websites.™

Should lending and borrowing services be brought within the scope of regulated ac-
tivities, these fiduciary obligations would similarly apply. However, given the complexity of
crypto lending and borrowing as well as the nature of how such services have often been
advertised, as evidenced during the latest crypto winter, more specific provisions could be
mtroduced under Chapter 3 of Title V.

These provisions should include, first and foremost, the most fundamental regulatory
tool for addressing information asymmetry: the disclosure requirement. Providers of lending
and borrowing services should be obliged to disclose comprehensive, clear, and transparent
information concerning their financial products.”™ Particularly in the case of retail clients, this
information should be presented in a standardised key features document.” This document
should highlight crucial details that are frequently ambiguous, as identified in the joint EBA-
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ESMA report,™ including, for instance, fees, interest rates, product risks, loan term lengths,
and the transfer of ownership of assets. Regulation should focus on standardising disclosure
formats and ensuring the quality of such information.”

However, while disclosure remains a critical regulatory tool, it is not sufficient in iso-
lation to address conduct risks. Its effectiveness relies on the “Efficient Markets Hypothesis”,
which presumes that markets are informationally efficient and self-correcting.” This assump-
tion 1n turn depends on a sufficient number of rational actors within the market to counter-
balance the irrational ones.” Yet, in reality, market participants often exhibit herd behaviour,
mmitating others rather than making individual, rational assessments based on available infor-
mation.”

This problem i1s further compounded when key financial concepts, such as margin
and automatic collateral top-ups,™ ¢

239

calls are difficult for retail customers to understand. Given
the volatility of crypto-asset prices, which affects collateral value,™ and the perception of over-
collateralisation as capital-inefficient and unattractive,”™ margin calls to maintain the loan-to-
value (L'TV) ratio are more likely to occur.” If the consumer fails to meet a margin call, the
provider may liquidate part or all of the collateral to restore the LTV ratio or automatically
withdraw assets from the consumer’s wallet.”

Therefore, in addition to disclosure, further safeguards are needed to ensure that
consumers, particularly retail clients, understand and properly analyse the information pro-
vided. Appropriateness tests should be mntroduced to assess whether a client possesses suffi-
cient knowledge and experience to understand the associated risks.” These tests should assess
comprehension of key elements such as interest rates, fees, asset ownership implications, and
mechanics including margin calls.” Platforms should be required to ensure that retail con-
sumers complete these tests before entering into any contractual agreement for crypto-asset
lending or borrowing.”” Such tests are comparable to those applied to firms offering complex
mvestment and insurance products, as reflected n the suitability and appropriateness assess-
ments under the EU’s Markets in Financial Instruments Directive™ and the UK’s Conduct of
Business Sourcebook.™
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In parallel, platforms should be required to obtain explicit consent from clients before
entering into any crypto lending or borrowing arrangement.”” Moreover, in the event of any
significant amendments to contractual terms™ or prior to the activation of automatic collateral
top-ups,” further consent should be expressly obtained from the client.

(b) Contlicts management

Chapter 2 of Title V includes provisions requiring all CASPs to identify, prevent,
manage, and disclose conflicts of interest.” Additionally, CASPs must disclose such conflicts,
along with the steps taken to mitigate them, in a prominent location on their website.” Ac-
cording to MiCAR’s Regulatory Technical Standards on Contflicts of Interest, conflicts poten-
tially detrimental to clients include situations where a CASP:

(a) 1s likely to make a financial gain, avoid a financial loss, or receive another bene-
fit, at the expense of the client;

(b) has an interest in the outcome of a crypto-asset service provided to the client...
255

which is distinct from the client’s interest in that outcome;

If lending and borrowing platforms were to be classified as CASPs, the aforemen-
tioned standards would also apply to them. Specifically, in relation to the practice of incentiv-
1sing consumers to buy and hold a platform’s native tokens through favourable lending and
borrowing terms, such conduct would constitute a contlict of interest under the aforemen-
tioned provisions and should therefore be prohibited.”

While the general provisions on conflicts of interest may be applied, the use of pro-
prietary tokens in lending and borrowing services 1s, in itself, sufficient to generate undesirable
conduct risks. Beyond the acute conflict of interest, concerns arise regarding price manipula-
tion and self-reinforcing feedback loops. Given their control over the supply of such tokens,
including the ability to mint or burn them, these platforms can readily manipulate the mar-
ket.”” Furthermore, the intrinsic value of a platform-native token is contingent upon the sta-
bility of the platform’s own ecosystem. If native tokens are accepted as collateral, the value of
the collateral backing the platform's loans, during a crisis, evaporates at the exact moment the
platform requires that collateral to remain solvent.” Consequently, it would be appropriate to
mtroduce dedicated provisions under Chapter 3 of Title V to prohibit the use of platform-
native tokens in crypto lending and borrowing.” Indeed, a regulatory approach similar to the
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Volcker Rule,” which imposes restrictions by limiting the scope of activities a financial insti-
tution may undertake to reduce risky activities, could prove beneficial.”

Regarding such a ban, some may argue it could stifle innovation. However, it is im-
portant to emphasise that this restriction 1s limited to the use of proprietary tokens within
lending and borrowing activities, rather than a blanket ban on native tokens altogether. In this
narrow context of centralised lending and borrowing, these platforms are not introducing fun-
damentally new financial products or services, but are rather replicating traditional ones.™
The recent downturn demonstrated that their business models were characterised more
by regulatory arbitrage, excessive risk-taking, and weak corporate governance, than by true
innovation.” Moreover, providing legal certainty through a clear, future-proof framework can
attract serious developers and institutional investors, ultimately encouraging responsible inno-
vation.™

(¢) Corporate governance

Clear and sound governance frameworks are essential to prevent internal failures and
mitigate losses resulting from external events.” In the context of the cryptoeconomy, a key
distinction from traditional corporate governance lies in the emphasis on the technological
expertise used for crypto-related activities.™

In this regard, MiCAR provides commendable coverage for all CASPs under Chapter
2 of Title V, supported by extensive guidelines issued by the EBA and ESMA. These include,
for instance, fit and proper requirements applicable to executives and shareholders.” MiCAR
also 1imposes fit and proper requirements on relevant personnel, mandating that individuals
mvolved in the provision of crypto-asset services possess the necessary knowledge, skills, and
expertise.” Moreover, MiCAR mandates stringent requirements for CASPs to ensure opera-
tional continuity and regularity, including the establishment of resilient and secure ICT sys-
tems and a business continuity policy adherent to the Digital Operational Resilience Act
(DORA).™

In order for lending and borrowing platforms to be brought within the scope of these
comprehensive governance requirements, it is necessary for such platforms to be classified as
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CASPs under MiCAR, which could be achieved by including lending and borrowing among
the list of regulated crypto-asset services.

(d) Anti-Money Laundering and Counter-Terrorism Financing (AMIL/CTF) obli-
gations

Given the well-known association between crypto-assets and illicit value transfers,”

MiCAR provides a comprehensive regulatory framework addressing various aspects of

AMI/CTF, covering both corporate governance and transactional dimensions.

Regarding the corporate governance aspect, in comparison to other EU law,” MiCAR
extends its fit and proper test for executives and shareholders under Chapter 2 of Title V to
place greater emphasis on AML/CTF measures™ by requiring that they have not been con-
victed of offences relating to money laundering or terrorist financing.”

From a transactional dimension, all categories of CASPs are classified as obliged en-
tities under AMLD.” As such, they are required to identify, assess, and manage money laun-
dering and terrorism financing risks associated with their business activities in accordance with
AMLD provisions.”

Accordingly, in line with other regulatory responses on the conduct side, it would be
highly beneficial to include lending and borrowing platforms within the scope of CASPs,
thereby subjecting them to these robust AML/CTF obligations. This inclusion would address
the existing inconsistency whereby CASPs offering lending and borrowing as ancillary services
are subject to AML/CTF rules, while non-CASPs offering only lending and borrowing ser-
vices remain outside the scope of such obligations.™

V. CONCLUSION
Levine offers a cohesive characterisation of the crypto-assets financial system:

In some ways it looks a lot like a copy of the traditional financial system. In other ways
it looks totally different. In some ways it’s a streamlined and modernized and innova-
tive evolution of the traditional system. In other ways it’s a chaotic and stupid devolu-
tion of the traditional system, a version of traditional finance that unlearned important
historic lessons...”
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This characterisation resonates particularly well when applied to crypto lending and
borrowing service providers. As discussed in Chapter 11, these centralised entities exhibit no-
table parallels with traditional NBFIs, including their roles in maturity, hquidity, and credit
transformation. They also present familiar intermediation risks, as evidenced during the most
recent crypto winter. In Chapter I1I, these risks were explored through both prudential and
conduct lenses. The findings reveal that lending and borrowing platforms currently exist in a
state of devolution, replicating the risk-laden behaviours of traditional finance without the
associated oversight. The resulting downturn demonstrated that these entities are not immune
to the classic failures traditionally associated with financial intermediation.

Returning to Lessig’s four modalities of regulation,”™ although DeFi emphasises archi-
tectural or code-based control, largely resistant to the direct effects of the law,” the presence
of centralised intermediaries paradoxically reintroduces a point of regulatory entry. These
centralised service providers reintroduce institutional layers that legal regulation is well
equipped to address. Thus, in the context of crypto lending and borrowing platforms, there
remains a viable path to building regulatory guardrails around these entities. Chapter IV pro-
vided regulatory recommendations anchored in the existing principles of MiCAR. While the
regulation currently lacks a prudential regulatory framework tailored to lending and borrow-
g activities—such as liquudity requirements, capital adequacy standards, large exposure limits,
and credit risk management—it nonetheless offers a commendable conduct framework. This
includes obligations around fiduciary duties, conflict of interest management, corporate gov-
ernance, and AML/CTF. Sull, further targeted conduct measures are warranted. These n-
clude the introduction of standardised key features documents, appropriateness tests, consent
obligations, and restrictions on the use of platform-native tokens in lending and borrowing.

Following the catastrophic market downturn, several firms withdrew their products,
leaving crypto lending and borrowing a relatively small segment of the overall crypto market.™
Nevertheless, with Bitcoin reaching new highs and the current US administration adopting a
generally more favourable stance towards crypto-assets, crypto lending and borrowing appear
to be regaining traction.™ Although DeFi was initially conceived as a radically novel financial
paradigm, the emergence of intermediaries, particularly in the domain of lending and bor-
rowing, undermines this premise by reintroducing classical financial intermediation risks. Reg-
ulatory tools honed over decades in traditional finance have proved effective in addressing
such risks. Thus, if regulation is to be introduced for crypto lending and borrowing platforms,
the most effective path forward lies in drawing inspiration from traditional financial regulation,
adapted appropriately for the cryptoeconomy.
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